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0. Before Using the
TrustKey Security Keys



1. Precautions before using a security key

—  You need to register security key's PIN before use.
The detailed steps to writing PIN will be in Section
1.40r1.5

-  Please choose the correct USB port for your security
key (USB-A or USB-C)

—  Check the version of your device including Windows
PC, Macs, Android and Apple products.

Device Version Description
Platform
Windows 10 v.1809 or later Cannot be used with Windows 7, 8
MacOS Mojave or later
Linux Latest version 64-bit Ubuntu 14.04 or later, Debian 8 or later, ope
nSUSE 13.3 or later, Fedora Linux 24 or later
Android OS v.7 or later
iPadOS v.13 or later
Chrome Latest version Recommend to use the latest version
Edge Latest version Recommend to use the latest version
Firefox Latest version Recommend to use the latest version
Safari Latest version Recommend to use the latest version
Other Web Support all chromium-based web browsers
Browsers (Recommend to use the latest version)

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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1. How to Use TrustKey
Security Keys



1. What is the USB Security Key?

A security key is a peripheral device used to gain access to
an electronically restricted resource. The hardware key is
used in addition to or in place of a password. It acts like an
electronic key to access something. A Security key is also
called a security token.

A USB Security Key is a security key with a USB interface
to connect to a PC.

TrustKey's T110/T120 is an affordable security key with a
USB interface from TrustKey Solutions.

There are three factors that a user can present for
authentications. The three factors are:

1) What you know — something that the user knows,
including password, passphrase, PIN, etc

2) What you have — physical device including Phone, OTP
token, and USB security key

3) Who you are - biometric factors including face,
fingerprint, IRIS, etc

The modern authentication method requires more than one
factor. Note that the traditional system with account ID and
password represents only one factor: what you know.

Our G310H/G320H/B210H can provide two factors using
what you have (the key itself) and who you are (fingerprint).

Our T110/T120 is using what you have (the key) and what
you know (PIN to the security key) for multi-factor
authentication.



2. What is the Security Key's PIN?

The PIN is similar to the password but used
differently. The password is a shared secret between
the user and the server. The client system asks the
user to type in the password and sends the
password information to the server for verification.
Unlike the password, the PIN is not sent to the
server, a PIN is a shared secret between the user
and the security key. Therefore, the verification
happens at the device, not the server.

The PIN is needed for fingerprint enrolment and
modification. It is also used for backup
authentication when fingerprint authentication failed.

We recommend that the user use a complex
combination of digits and letters to protect the user
from being leaked.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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3. Introduction to Security Key
1) Product Specification

Product Name T110 1120
Model Name eTA310 eTA320
USB Type Type A Type C
Color Black Black
Authentication Action PIN+Touch PIN+Touch
Operation Temp -20C ~ +60°C -20C ~ +60TC
Storage Temp -40C ~ +85C -40C ~ +85T
HOTP, TOTP O O
Device Type HID Device HID Device
Status Indicator White Color LED White Color LED
Material Polycarbonate Polycarbonate
(Touch area: Gold plate) (Touch area: Gold plate)
FIDO Protocol FIDO2, U2F FIDO2, U2F
FIDO Security Level Level 1 Level 1
Certification KC, CE, FCC KC, CE, FCC
Size 17.8x41.89x3.8 (mm) 17.8x41.6x4.6 (mm)

Weight 2.99 2.99

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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3. Introduction to Security Key
2) Basic Features of Your TrustKey

USB Connector
(USB A Type)

»
>

USB Connector +———
(USB C Type)

Touch Sensor

LED Status
Indicator

Key hole

T110 1120

« LED Status Indicator

Color Status Description Action
ON @ Key Connection Success
@ Authentication Success
White Blinking Waiting for touch recognition
OFF Key Connection Fail Reinsert the key or

change the USB port

Copyright © 2023 TrustKey Co., Ltd. All
Rights Reserved



4. Setting Up Security Key in Windows
1) Windows Version Check

1. Please check your Windows version before enrollment
by typing “winver” at the Windows search bar.

. | je, winﬁ.rer|

2. Please check the Windows Product Name(®) and

version(®).
v' Available
@ Product Name : Windows 10
Home, Professional, Enterprise
Windows 11
Home, Pro, Pro for Workstation, Enterprise
@Version : [19H1] OS build 18298 or later

o Windows 11

Microsoft Windows
Version 22H2 {05 Build 22621.1992)
© Microsoft Corporation. All rights reserved.,

The Windows 1inome operating system and its user interface are
protected by frademark and other pending or existing intellectual property
rights in the United States and other countriesfregions.

This product is licensed under the Microsoft Software License
Terms to:

Windows User

Ok

*If vour Windows version is earlier than 18298, then you need to upgrade.
7o update, please refer to the Microsoft Windows Help desk.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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4. Setting Up Security Key in Windows
2)  Setting up New PIN [Windows11 Home version 22H2 OS 22621]

1. Click the [Start] button on your desktop's
taskbar.

EOoODuE®%

2. Find and launch [Settings] from the Start

Q s !
Pinned Allapps >
Edge Word Excel Calendar
M ft Store Photos Settings Spotify
B v = o
Disney To Do Microsoft TikTok
Clipchamp
® O &
Instagram Facebook OneN Notepad

Copyright (© 2023 TrustKey Co., Ltd. All Rights "
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4. Setting Up Security Key in Windows
2)  Setting up New PIN [Windows11 Home version 22H2 OS 22621]

3. From Settings, Click [DAccounts] — [@Sign—in
options]

& Settings

R Accounts

Find 3 setting Q .
. sem w

© Bluetooth & devices
@ Network & internet
#  Personalization

B® Annc

| & Accounts @
¥ Time & language

@ Gaming

K Accessibility

& Privacy & security

@ Windows Update
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4. Setting Up Security Key in Windows
2)  Setting up New PIN [Windows11 Home version 22H2 OS 22621]

4. Make sure the [Manage] button is enabled in
[Security Key], then click the [Manage] button.

G = Settings
Accounts > Sign-in options

Ways to sign in

Facial recognition (Windows Hello) -
This option is currently unavailable

Ff:%‘ Fingerprint recognition (Windows Hello) -

O s option is currently unavailable
PIN (Windows Hella) —
Sign in with a PIN {Recommended)

[lil] Security key ~
Sign in with a physical security key
Sign in to apps with a physical

gn it PP phy Manage

security key

p P.ass'..fuor.d —
5 gn In with your account s PaSS\."-u'CIFL'I

El Picture password —

Swipe and tap your favorite photo to unlock your device

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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4. Setting Up Security Key in Windows
2)  Setting up New PIN [Windows11 Home version 22H2 OS 22621]

5. When you insert the T110/T120 into the USB
port, the white LED indicator lights up.

The white LED indicator on the security key
flashes as the Windows Hello installation window
appears, as shown in the figure below. At this
point, touch the touch sensor on the security key.

Touch your security key.

Close



4. Setting Up Security Key in Windows
2)  Setting up New PIN [Windows11 Home version 22H2 OS 22621]

6. Click [Add] button of Security Key PIN

: Security Key PIN

Creating a PIN for your security key helps keep you secure

Adld

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Close



4. Setting Up Security Key in Windows
2)  Setting up New PIN [Windows11 Home version 22H2 OS 22621]

7. Enter your security key PIN, then click [OK] button
to complete PIN registration.

(we recommend using 4~63 alphanumeric characters,
upper and lower letters, numbers, and special
characters).

Set up a security key PIN

o] I -
sew New security key PIN

Confirm security key PIN

Cancel



4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

Noticel!
The process of deleting a PIN is the same as a factory reset, which means that all
data and credentials in the security key are lost.

1. Click the [Start] button on your desktop's
taskbar.

EOouODuE® Y

2. Find and launch [Settings] from the Start

Q s |
Pinned All apps >
Edge Word Excel PowerPoint Mail Calendar
| 2 ©®© « R &
Microsoft Store Photos Settings Solitaire & Xbox Spotify
Casual Games

B v & c 6

Disney+ To Do Microsoft Prime Video Microsoft 365 TikTok
Clipchamp (Office)

® 6 @®m & 5

Instagram Facebook OneNote Calculator Clock Notepad
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4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

3. From Settings, Click [DAccounts] — [@Sign—in
options]

& Settings

R Accounts

Find 3 setting Q .
. sem w

© Bluetooth & devices
@ Network & internet
#  Personalization

B® Annc

| & Accounts @
¥ Time & language

@ Gaming

K Accessibility

& Privacy & security

@ Windows Update

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

4. Make sure the [Manage] button is enabled in
[Security Key], then click the [Manage] button.

£ = Settings
Accounts > Sign-in options

Ways to sign in

Facial recognition (Windows Hello) —
This option is currently unavailable

Ff:“:"‘ Fingerprint recognition (Windows Hello) —

[ This option is currently unavailable
PIN (Windows Hello) —
Sign in with a PIN {Recommended)

E] Security key ~
Sign in with a physical security key
Sign in to apps with a physical

an i PP Py Manage

security key

p P.ass'..fmrf:l v
5 gn In With Your account' s pasﬂword

@ Picture password v

Swipe and tap your favorite photo to unlock your device
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4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

5. When you insert the T110/T120 into the USB
port, the white LED indicator lights up.

The white LED indicator on the security key
flashes as the Windows Hello installation window
appears, as shown in the figure below. At this
point, touch the touch sensor on the security key.

Touch your security key.

Close



4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

6. Click the [Reset] button under ‘Reset security
key' as shown below.

: Security Key PIN

Creating a PIN for your security key helps keep you secure

Change

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Close



4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

7. Click [Proceed] button.

Reset Security Key

The security key will be reset to factory settings. All data and
credentials on this key will be cleared.

Proceed Cancel



4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

8. Please reinsert your security key.

Reinsert your security key.

Learn more

Cancel



4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

9. When the LED indicator flashes white, touch
the security key's touch sensor twice within
10 seconds. If it times out, reinsert the
security key and touch it twice.

Touch your security key twice within 10 seconds

Learn more

Cancel



4. Setting Up Security Key in Windows
3) How to delete PIN [Windows11 Home version 22H2 OS 22621]

10. Click the [Done] button to remove everything
from the security key and complete the factory
reset.

Reset Complete.

Done

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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4. Setting Up Security Key in Windows
4)  How to change PIN [Windows11 Home version 22H2 OS 22621]

1. Click the [Start] button on your desktop's
taskbar.

EOouODuE® Y

2. Find and launch [Settings] from the Start

Q s |
P d All app:
Edge Word Excel Calendar
Microsoft St Photos Setting Spotify
= = o
Disney+ To Do Microsoft TikTok
Clipchamp

s

© (£) i |
Instagram Facebook OneN Notepad

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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4. Setting Up Security Key in Windows
4)  How to change PIN [Windows11 Home version 22H2 OS 22621]

3. From Settings, Click [DAccounts] — [@Sign—in
options]

& Settings

R Accounts
Find a setting Q .

B Spem L

© Bluetooth & devices
@ Network & internet
#  Personalization

B® Annc

| & Accounts @
¥ Time & language

@ Gaming

K Accessibility

& Privacy & security

@ Windows Update

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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4. Setting Up Security Key in Windows
4)  How to change PIN [Windows11 Home version 22H2 OS 22621]

4. Make sure the [Manage] button is enabled in
[Security Key], then click the [Manage] button.

£ = Settings
Accounts > Sign-in options

Ways to sign in

Facial recognition (Windows Hello) —
This option is currently unavailable

Ff:“:"‘ Fingerprint recognition (Windows Hello) —

[ This option is currently unavailable
PIN (Windows Hello) —
Sign in with a PIN {Recommended)

E] Security key ~
Sign in with a physical security key
Sign in to apps with a physical

an i PP Py Manage

security key

p P.ass'..fmrf:l v
5 gn In With Your account' s pasﬂword

@ Picture password v

Swipe and tap your favorite photo to unlock your device

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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4. Setting Up Security Key in Windows
4)  How to change PIN [Windows11 Home version 22H2 OS 22621]

5. Click [Change] button of Security Key PIN.

: Security Key PIN

Crastinn o DIM far voyr security key helps keep you secure

Change

Reset Security Key

Femove everything from this security key and reset to
factory settings

Reset

Close



4. Setting Up Security Key in Windows
4)  How to change PIN [Windows11 Home version 22H2 OS 22621]

6. Enter the security key PIN in field ®, and then
enter the new security key PIN in fields @ and ®
below, and click the [OK] button to complete the
‘Change your security key PIN’

T
Change your security key PIN
p e @
" eees @
soee @

OK Cancel



4. Setting Up Security Key in Windows
5) How to Unlock a key [Windows11 Home version 22H2 OS 22621]

1. When the user fails to type the correct PIN four
times consecutively, then the below message
appears. The User needs to pull out and reinsert
the security key and type the correct PIN.

== Windows Security

Continue setup

0

Too many incorrect PINs. Remove and reinsert
your security key.

Cancel

31
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4. Setting Up Security Key in Windows
5) How to Unlock a key [Windows11 Home version 22H2 OS 22621]

2. |If the user continues to type in incorrect PIN
more, the user will get this message.

== Windows Security

Continue setup

Too many incorrect PIN attempts. Please
enter A1B2C3.

[ ] Challenge phrase

The above message is a mechanism to make sure
that the keyboard input is correct. |f the user
types A1B2C3 correctly, the system assumes
that the keyboard is working correctly.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved
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4. Setting Up Security Key in Windows
5) How to Unlock a key [Windows11 Home version 22H2 OS 22621]

3. Then, the final warning message pops out.

== Windows Security

Continue setup

If you enter an incorrect PIN again, the device
will be locked. You might want to contact
your IT support person before trying again.

® Security Key PIN
L

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved
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4. Setting Up Security Key in Windows
5) How to Unlock a key [Windows11 Home version 22H2 OS 22621]

4. If the user types the incorrect PIN for the last
time, the security key is locked.

== Windows Security

Continue setup

You've entered incorrect PINs too many times.
Use a different sign-in option, or contact your
IT support person.

Cancel

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved

(©2021 TrustKey Co.,Ltd.
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4. Setting Up Security Key in Windows
5) How to Unlock a key [Windows11 Home version 22H2 OS 22621]

b. If the security key is fully locked, the following
are the steps that you need to take for a factory
reset. (page 18~26)

After that, go through the "Setting up new PIN’
process again before using it.(Page 12~17)

LI |
«++ Security Key PIN
L
Creating a PIN for your security key helps keep you secure

Change

Reset Security Key

Rermove everything from this security key and reset to
factorv settinas

Reset

Close

Warning!

There is no recovery mechanism when the device (security key) is locked
due to multiple incorrect PIN attempts. Once the security key is locked,
then the key cannot be used at all. The only way to make the security key
operational is to do a “factory reset” of the security key. A factory reset
removes the existing data and all previously created credentials.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved
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4. Setting Up Security Key in Windows

6) How to Factory Reset a Key [Windows11 Home version 22H2 OS 22621]

Warning!
A factory reset removes the existing data and all previously created credentials.

The process for ‘factory Reset’” and ‘deleting a PIN’ is the same.
Go to 17/ page to perform a factory reset.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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b. Setting Up Security Key in mac OS, Linux

1)  macOS, Linux version check

1. Check out the MacOS and Linux versions
supported by TrustKey Security Keys below.

Device Platform Version Note
MacOS Mojave or later
64 bit Ubuntu 14.04 or later, Debian 8 or later,
Linux Latest version = openSUSE 13.3 or later, Fedora Linux 24 or lat
er.

HF 20l i

—
Mac OS : https://support.apple.com/en-us/HT201260

Linux :
MOpen [Terminal]
@Enter the following command in [Terminal]
cat /etc/*-release
(®Check the operating system information displayed.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved
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b. Setting Up Security Key in mac OS, Linux
2)  Setting up New PIN

Noticel!
Registering, changing, and deleting PINs on Mac OS
and Linux requires the Chrome browser.

1. Using the Chrome browser, sign in your Google
Account and MWPress the [More(?)] button and
click ‘Settings’ — @Select [Privacy and Security] —
®Select [Security]

§ Semtings - Privacy and security X 4

v
€ 5 C & Chrome | chrome:settings/privacy hx 0@ : @

@ Settings

Take the Privacy Guide

Safety check

E1  Default browser @ Chrome can help keep you safe from data breaches, biad extensions, and mare m

Copyright (© 2023 TrustKey Co., Ltd. All Rights 38
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b. Setting Up Security Key in mac OS, Linux
2)  Setting up New PIN

2. Click [Manage security keys] in bottom of the
page.

- Securty X+ X

€ C  ® Ctrome | chrome:settings/security h%x 00 :

@ Settings

2 Youand Google No protection {not recommended)
(O n
B  Autofill and passwords B
Q  Privacy and security
Advance
@ Performance
@ Appearance "
Q  Searchengine
Use secure DNS °
B Default browser Determines how to connect to websites over a secure connection
®
() Onstartup ®
® Languages O with Custom v
& Downloads
T Accessibility
Manage securty keys ¢
W system Reset security keys and create PIN:
£)  Reset settings
’ ’ @
# Extensions [}
tes managed by Chrome
2
mation about how Chrome manages it
® About Chrome
@2

t risk of targeted attac]

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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b. Setting Up Security Key in mac OS, Linux
2)  Setting up New PIN

3. Choose [Create a PIN].

0 Settings - Manage security ke X 4

I3 C @ Chrome | chrome://settings/securityKeys bx 0@ :
@ Settings
2 Youand Google € Manage security keys
B  Autofill and password:
Manage phone:
) teo which
@
CreateaPIN
@ tect yor haPiN (P umber)
Q  search eng: Sign-in data
Manage sign d
E]  Defauit brow
O Onstartup

»

®
»
o
3

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved
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5. Setting Up Security Key in mac OS, Linux
2)  Setting up New PIN

4. \When you insert the T110/T120 into the USB
port, the white LED indicator lights up.

At this point, touch the touch sensor on the
security key.

Create a PIN

To continue, insert and touch your security key

-~

Cancel Save

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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b. Setting Up Security Key in mac OS, Linux
2)  Setting up New PIN

5. Enter the security key PIN in field @, and then
re—enter the PIN in fields @. After then click

[Save] button to complete the PIN registration.
(A PIN must be at least 4 characters long and can contain
letters, numbers, and other characters.)

Create a PIN

Enter your new PIN. A PIN must be at least 4 characters long and can contain
letters, numbers, and other characters.

PIN Confirm PIN

@ @ o

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved
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b. Setting Up Security Key in mac OS, Linux
2) Setting up New PIN

6. Click the [OK] button to complete the PIN
creation.

Create a PIN

Your PIN was created

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved
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b. Setting Up Security Key in mac OS, Linux
3) How to Delete PIN

Notice1

The process of deleting a PIN is the same as a factory reset, which means that all data and
credentials in the security key are lost.

Notice 2

You must use the Chrome browser to register, change, and delete your PIN on Mac OS and
Linux.

1. Using the Chrome browser, sign in your Google
Account and MWPress the [More(?)] button and
click ‘Settings’ — @Select [Privacy and Security] —
®Select [Security]

4t Seftings - Privacy and security X

v
€ 5 ¢ & Cirome | chrome:settingsfprivacy bx 0@ : @

@ Settings
1 Y d Googl i z
i oegs Take the Privacy Guide
B3 nutofil and nasswrs Review key privacy and security con
@ @ Privacy and security Get started No Thanks
@ Appearance
Safety check
Q  Searchengine
E1  Default browser @ Chrome can help keep you safe frem data breaches, bad extensians, and more m
() Onstartup
Privacy and security
@ Language
¥ Download
T Accessibility
o, System
) Reset setting

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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b. Setting Up Security Key in mac OS, Linux
3) How to Delete PIN

2. Click [Manage security keys] in bottom of the
page.

£ Setiings - Securty x + v

€ C  ® Ctrome | chrome:settings/security h%x 00 :

@ Settings et

2 Youand Google
B  Autofill and passwords
Q  Privacy and security
Advanced
@ Performance
@ Appearance
Q  Searchengine
Use secure DNS °
B Default browser SR Y S R
®
() Onstartup ® .
he time
® Longuages O with Custom v
% Downloads
T Accessibility
Manage securty keys ¢
W system Reset security keys and create PIN:
£)  Reset settings Manage device certificates
@z
# Extensions [}
Certificates managed by Chrome
2
ormation about how Chrome mana
® About Chrome
@2

t risk of targeted sttack

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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b. Setting Up Security Key in mac OS, Linux
3) How to Delete PIN

3. Choose [Reset your security key].

Q@ Settings - Manage security ke, X 4

I3 C @ Chrome | chrome://settings/securityKeys bx 0@ :

®

Settings

You and Google € Manage security keys

Autofill and passwords

.
Q Friv
@ P
h P imber)

@ Appearance .
Q  search eng: Sign-in data

Man, sign d
E1  Defauit brow

Fingerpr
O Onstartup tdd

Reset your security key
@ Languages .

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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5. Setting Up Security Key in mac OS, Linux
3) How to Delete PIN

4. Remove the security key from the USB port,
reinsert it, and touch the touch sensor when the
white LED flashes.

Reset your security key

To continue, remove your security key from your device, then reinsert and
touch it

C

Cancel

Copyright (© 2023 TrustKey Co., Ltd. All Rights
Reserved
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b. Setting Up Security Key in mac OS, Linux
3) How to Delete PIN

5. Click the [OK] button to confirm the deletion of
all data stored in the security key.

Reset your security key

Your security key has been reset

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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b. Setting Up Security Key in mac OS, Linux
4) How to Change PIN

Notice 1
You must use the Chrome browser to register, change, and delete your PIN on Mac OS and
Linux.

Notice 2
You can only change the PIN for security keys that already have a PIN registered.

1. Using the Chrome browser, sign in your Google
Account and MWPress the [More(?)] button and
click ‘Settings’ — @Select [Privacy and Security] —
®Select [Security]

4t Seftings - Privacy and security X

v
€ 5 ¢ & Cirome | chrome:settingsfprivacy bx 0@ : @

@ Settings
2 Youand Googl . :
it nclCovge Take the Privacy Guide
=] fill and nasswords Review key privacy and security con
@ @ Privacy and security Get started No Thanks
@  Appearance
Safety check
Q  Searchengine
B1 Default browser ' Chrome can halp kegp you safe rom data breaches, bad extensians, and more m
() Onstartup
Privacy and securit
@ Language
 Claarbrowsing data
#  Download L] ¥ coob
T Accessibility
o, System
) Reset setting
B Extens 4
& About Chrome
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b. Setting Up Security Key in mac OS, Linux
4) How to Change PIN

2. Click [Manage security keys] in bottom of the
page.

- Securty X+ X

€ C  ® Ctrome | chrome:settings/security h%x 00 :

@ Settings

2 Youand Google No protection {not recommended)
(O n
B  Autofill and passwords B
Q  Privacy and security
Advance
@ Performance
@ Appearance "
Q  Searchengine
Use secure DNS °
B Default browser Determines how to connect to websites over a secure connection
®
() Onstartup ®
® Languages O with Custom v
& Downloads
T Accessibility
Manage securty keys ¢
W system Reset security keys and create PIN:
£)  Reset settings
’ ’ @
# Extensions [}
tes managed by Chrome
2
mation about how Chrome manages it
® About Chrome
@2

t risk of targeted attac]
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b. Setting Up Security Key in mac OS, Linux
4) How to Change PIN

3. Choose [Create a PIN].

0 Settings - Manage security ke X 4

I3 C @ Chrome | chrome://settings/securityKeys bx 0@ :

®

Settings

.
Q Piv
@ Pert
h P imber)

@ Appearance .
Q  search eng: oia

i Sign d
E1  Defauit brow

Fingerpr
O Onstartup tdd

Reset your security key
@ Languages
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5. Setting Up Security Key in mac OS, Linux
4) How to Change PIN

4. \When you insert the T110/T120 into the USB
port, the white LED indicator lights up.

At this point, touch the touch sensor on the
security key.

Create a PIN

To continue, insert and touch your security key

-~

Cancel Save

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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b. Setting Up Security Key in mac OS, Linux
4) How to Change PIN

5. Enter the security key PIN in field @, and then
enter the new security key PIN in fields @ and ®
below, and click the [Save] button to complete the
‘Change your security key PIN’

Change a PIN

Enter your current PIN to change it. If you don’t know your PIN, you'll need to
reset the security key, then create a new PIN.

Current PIN

| (:) 0]

Enter your new PIN. A PIN must be at least 4 characters long and can contain
letters, numbers, and other characters.

Y TV
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5. Setting Up Security Key in mac OS, Linux
5) How to Unlock a Key

1. When the user fails to type the correct PIN four
times consecutively, then the below message
appears. The User needs to pull out and reinsert
the security key and type the correct PIN.

Change a PIN

The security key is locked because the wrong PIN was entered too many

times. To unlock it, remove and reinsert it.

2. |f the user types the incorrect PIN for the last
time, the security key is locked. If the security
key is completely locked, press the [OK] button to
return to the previous step.

Create a PIN

The security key is locked because the wrong PIN was entered too many

times. You'll need to reset the security key.

4
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b. Setting Up Security Key in mac OS, Linux
5) How to Unlock a Key

4. Click [Reset your security key] to initialize the
security key, and then proceed with the security

key PIN registration process.
(Reset your security key: page 44, Create a PIN : page 38)

c @ » ® B

O K o+ e @
? £ r 8 &

»
S

® About Chrome
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b. Setting Up Security Key in mac OS, Linux
6) How to Factory Reset a Key

Warning!
A factory reset removes the existing data and all previously created credentials.

The process for ‘Factory Reset’ and ‘Deleting a PIN’ is the same.
Go to 44 page to perform a factory reset.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
1) Install the Key Manager

*Key Manager is a program to manage PIN for security key as well as
registering/managing OTP features of the security key.

1. Make sure that KeyManager™ application is
download on your PC.
Please download the correct version for
your OS. For Windows, you can download
the file (version 1.1.3)

- file name : Key Manager 1.1.1 Setup (Win)

https://trustkey.kr/sub/support.form

S 0oL U T I ONS

@) TRUSTKEY
Key Manager

v113

Insert your TrustKey Security Key

Copyright (© 2023 TrustKey Co., Ltd. All Rights 57
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6. Setting up Security key in Key Manager at

Windows
2) Setting up New PIN

1. Launch KeyManager program and insert
T110/T120 into a USB port.

2. Enter PIN and confirm PIN.

- PIN must be at least four (4) characters long.
- PIN can be digits, characters, and mixture of them.

Q@
|
O

T110

Key Connected

@) TRUSTKEY

Set your pin to start

PIN * ©

PIN must be at least 4 characters long

Confirm PIN * ©

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
2) Setting up New PIN

3. Click [SAVE] button.

© TrustKey Solutions Key Manager — O

—

T110

Key Connected

@) TRUSTKEY

Set your pin to start

PIN must be at least 4 characters long

SAVE

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
3) How to Delete PIN

‘Deleting a PIN" using Key Manager is the same
process as the ‘factory reset’.
Go to 66 Page to perform a factory reset.

Note that the factory reset will NOT erase
TOTP/HOTP accounts. Please remove all OTP
accounts before the factory reset.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
3) How to Change PIN

1. Click [€8] setup button.

© TrustKey Solutions Key Manager

T110

Key Connected

Accounts (/)

Copyright (© 2023 TrustKey Co., Ltd. All Rights

1
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6. Setting up Security key in Key Manager at

Windows
3) How to Change PIN

2. Click [CHANGE PIN] button.

@ TrustKey Solutions Key Manager = O

T110

Key Connected

General

English -

Dark Mode

About

Connected Key Details

CHANGE PIN

FACTORY RESET

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
3) How to Change PIN

3. Enter the @ Current PIN, @ PIN (New PIN), ®
Confirm PIN. After then, click [SAVE] button.

Set PIN

CANCEL SAVE
I

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
3) How to Change PIN

4. You have updated PIN for the security key.

@ TrustKey Solutions Key Manager — O b

T110

Key Connected

General

English -

B Dark Mode

About

Connected Key Details

CHANGE PIN

FACTORY RESET

& FIDO2 PIN Updated Successfully

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
4) How to Unlock a Key

1. If you enter the wrong PIN three times in a row,
you will receive a warning message as shown
below and the security key will be completely
locked. In this case, go to the 66 page to perform
a factory reset and proceed with the PIN
registration process.

@
&
|

O

T110

Key Connected

@ TRUSTKEY

o L U T I O0ONS

Enter Your PIN

CONFIRM

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
6) How to Factory Reset a Key

1. Click [FACTORY RESET].

This will reset PIN and other FIDOZ related credentials. Note that
the factory reset will NOT erase TOTP/HOTP accounts. Please
remove all OTP accounts before the factory reset.

T110

Key Connected

@) TRUSTKEY

Enter Your PIN

CONFIRM

FACTORY RESET

Copyright (© 2023 TrustKey Co., Ltd. All Rights 66
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6. Setting up Security key in Key Manager at

Windows
6) How to Factory Reset a Key

2. Click [PROCEED] button.

© TrustKey Solutions Key Manager = O d

FIDO Reset

/A Wamning!
This will delete all FIDO credentials and remove
the FIDO2 PIN.

This action cannot be undonel

CANCEL PROCEED
E—
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6. Setting up Security key in Key Manager at

Windows
6) How to Factory Reset a Key

3. Remove your security key from USB port.

@ TrustKey Solutions Key Manager = O >

FIDO Reset

Remove and re-insert your security key
to continue the reset process.

CANCEL

Copyright (©) 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
6) How to Factory Reset a Key

4. Reinsert the security key.

© TrustKey Solutions Key Manager = O x

FIDO Reset

Insert your key

CANCEL

Copyright (©) 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
6) How to Factory Reset a Key

5. Touch the sensor to complete the reset
process.

© TrustKey Solutions Key Manager = O x

FIDO Reset

Touch the key with any finger to complete
the reset process.

CANCEL

Note:
The user needs to touch the key within 10 seconds after the key reinsert. Otherwise,
the whole factory reset process will be aborted and needs to start from the beginning.

Copyright (©) 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at

Windows
6) How to Factory Reset a Key

5. You have reset security key to factory settings.

@ TrustKey Solutions Key Manager - O b

T110

Key Connected

% -
@) TRUSTKEY

Set your pin to start

PIN * &

PIN must be at least 4 characters long

Confirm PIN * 8

4 Reset Completed

L

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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6. Setting up Security key in Key Manager at
Windows

OTP (One Time Password) is a user
authentication method that uses randomly
generated, one—time passwords.

It was introduced to overcome security
vulnerabilities caused by repeatedly using the
same password by generating a one-time
password for each login.

TrustKey FIDO security key can store OTP
accounts. You can keep 50 OTP accounts — a
max of one (1) HOPT account or a maximum of
50 TOTP accounts or a combination of HOTP and
TOTP accounts adding up to b0 accounts.

— TOTP (Time based One Time Password)

A time-based, OTP that allows you to
authenticate with a password that is valid for a
period of time, typically 30 or 60 seconds. It's
used by many hardware devices, including
GitHub, Google, and Microsoft's Authenticator
app, and you can use T110/T120 to generate
TOTP  passwords through Key Manager.

— HOTP (HMAC based One Time Password)
This method allows you to authenticate using a
counter—based one-time password generated
from a security key. T110/T120 can authenticate
and log in to accounts set up with short touch
and long touch without using Key Manager.



6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
(@ Setting up TOTP accounts using QR scan
(GitHub example)

1. Open Key Manager and Click [+ADD ACCOUNT]

@ TrustKey Solutions Key Manager

T110 .

Accounts (0/50)

+ ADD ACCOUNT

* A GitHub account setup example is given here. The method of setup
may be different on other websites.

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
(@ Setting up TOTP accounts using QR scan

(GitHub example)

2. After signing in with your ID/PW on GitHub,
go to Settings(®) — Password and
authentication(®@) — click Enable two—factor
authentication(®).

ackground @ LSHYTRI2L R e Global Portal

Change password

Old password

Update password

Two-factor authentication

]

Two-factor authentication is not enabled yet.

Two-factor authentication adds an additional layer of security to your account by requiring more than just a

@ Enable two-factor authentication
Learn more

Copyright © 2023 TrustKey Co.,
Ltd. All Rights Reserved
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6. Setting up Security key in Key Manager at

Windows
7) Using the TOTP Security Key
(@ Setting up TOTP accounts using QR scan
(GitHub example)

3. Once the authentication QR code is generated,
click the W[SCAN] button in Key Manager to scan
the QR code. Then set a @Name and click
®[SAVE] button to register a TOTP account on
GitHub.

Enable two-factor authentication (2FA)

. —
(5) {3)
h_—y NS

Setup authenticator app

Authenticator apps and browser extensions like 1Password Authu Micrncaft Aithenticatar_ate_nanarate ane-

lutions Key M

time passwords that are used as a second factor to verify ~ '™

Scan the QR code

Use an authenticator app or browser extension to scan. U

New Account

I Github @ I

TOTP -
SCAN MANUAL ENTRY
Unable to scan? You can use the setup key to manually c Ensure that the OTP QR code is completely
visible on the screen and press the Scan button
Verify the code from the app below

OO
®

TUFPMINPFAMGYXUS

CANCEL SAVE

Copyright © 2023 TrustKey Co,,
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6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
@ Setting up TOTP accounts using Manual Entry

(GitHub example)

1. Instead of using the SCAN button, get the

(D@setup key and @enter it in Key Manager via
®'MANUAL ENTRY" and click the ®[SAVE] button.

Your two-factor secret

7UFPMINPFAMGYXUS @

Q TrustKey Solutions Key Manager

New Account

Example QR Code

TOTP -

SCAN MANUAL ENTR@

Enter the HOTP secret key below

7UFPMINPFAMGYXUS (4)  base32

6

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
(M Setting up TOTP accounts using OR scan
(GitHub example)

4. After selecting the TOTP account stored in Key
Manager, place the cursor in the field where you
want to enter the TOTP and touch or click the
[COPY] button while the key's LED light is
blinking.

@ TrustKey Solutions Key Manager

T110

Key Connecied

Accounts (1/50) + ADD ACCOUNT

Github

Github
TOTP

One-time Code

G

(D) Place your cursor in the password input and

code will be typed in
cANCEL | [ I

Copyright © 2023 TrustKey Co., .
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6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
(@ Setting up TOTP accounts using QR scan
(GitHub example)

5. Github verity the TOTP sequence based on the
code given by the QR code.

o Two-factor authentication
o Authentication verification

Scan the image below with the two-factor authentication app on your phone. If you can't use a QR code,

enter this text code instead. Learn more.

Example QR Code
oy 73 1 Wy Pyl

[a%; .

Enter the six-dligit code from the application

After scanning the QR code image, the app will display a six-digit code that you can enter below.

@ |
e D)

Copyright © 2023 TrustKey Co.,

Ltd. All Rights Reserved /8



6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
(@ Setting up TOTP accounts using QR scan
(GitHub example)

6. After downloading the recovery codes, click
the [| have saved my recovery codes] button to
finally activate the two—factor authentication on
the Github website.

Enable two-factor authentication (2FA)

Vit Ve
|~ ) 3 )
M S

Download your recovery codes

You can use recovery codes as a second factor to authenticate in case you lose access to your device. We
recommend saving them with a secure password manager such as 1Password, Authy, or Keeper.

(i) Keep your recovery codes in a safe spot
If you lose your device and don't have the recovery codes, you will lose access to your account.

al564-064ae
7b5ca-76a6a
c5ed7-3af1l4
b8b08-3283a
0a977-b8509

* 434da-02e38

2aZb5-5ac58
c6db6-cbfe2

dd573-ed4e9c
ds5e9e-f8df4
80a86-883cd
bf2de-8defe
3582c-f0930
eabcl-8edes
5172d-d4c7e
49f69-e3a74

Cancel

Copyright © 2023 TrustKey Co,,

Ltd. All Rights Reserved 9



6. Setting up Security key in Key Manager at

Windows
7) Using the TOTP Security Key
(@ Setting up TOTP accounts using QR scan
(GitHub example)

7. Click the [Done] button to complete the two-
factor authentication activation.

¥

Two-factor authentication (2FA) is now enabled for your
GitHub account

TN Fam
\v —— v
N S

@ You have enabled two-factor authentication using your authenticator app.

Don't get locked out, configure additional authentication methods

Configuring additional authentication methods will help you gain access to your account in case you lose your
device and don't have your recovery codes.

£ Security keys

Use your device with Touch ID, Windows Hello, etc. or a physical security key (e.g. YubiKey) Manage

) GitHub Mobile
The GitHub Mabile app on your phone can be used as a 2FA method, Enable it by installing the GitHub Install =

Mobile app for i05 or Android and signing in to your account.

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
® How to Using a TOTP

1. After logging in with your ID/PW on the website
(Github), open Key Manager to insert your
T110/T120 and enter your PIN.

T110

Key Connecied

@) TRUSTKEY

Enter Your PIN

PIN*

CONFIRM

FACTORY RESET

S |

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
® How to Using a TOTP

2. Select the OTP account you registered in Key
Manager.

@
&

sy
N1

1]

|
—d

T110

Key Connected

|
Accounts (1/50) 4+ ADD ACCOUNT

Github
TOTP

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
® How to Using a TOTP

3. Place the cursor in the TOTP field, touch the
sensor while it's flashing, or click [Copy]button.
Then paste the copied TOTP code into the TOTP
field on the website to complete account
authentication and login.

O Q TrustKey Solutions Key Manager - O >

Two-factor authentication

N
B LA Github

MOOOMKX One-time Code

Verify ( 28 ,
Open your two-factor authenticator (TOTP)

app or browser extension to view your
authentication code. 2 4 3 6 9 6

(D) Place your cursor in the password input and
H bl ?

aving problems code will be typed in
® Use a recovery code or begin account

recovery

CANCEL COPY

Terms  Privacy Docs Contact GitHub Support

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

7) Using the TOTP Security Key
@ How to Delete a TOTP Slot

1. You can delete a set slot by selecting the
[More(2)] button — [Delete] button.

@ TrustKey Solutions Key Manager
Accounts (1/50) 4+ ADD ACCOUNT
Glt_h'“'b One-time Code
TOTP
Delete

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

8) Using the HOTP Security Key
@™ Setting Up HOTP accounts (QR Code)

1. Click [+ADD ACCOUNT] button.

9

T110

Key Connected

Accounts (0/50)

+ ADD ACCOUNT

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

8) Using the HOTP Security Key
@™ Setting Up HOTP accounts (QR Code)

2. You can set up an HOTP account by OR sacn as
below. (If the server does not provide a QR code, go
to the 88 page to continue the registration)

@ TrustKey Solutions Key Manager

New Account

HOTP Acc1 (example)

I HOTP v

SCAN MANUAL ENTRY

Ensure that the OTR QR code is completely
visible on the screen'and press the Scan button

below
SCAN

crqy7bihwskabfz46c7xxjvrkbr2qvzh

CANCEL SAVE I
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6. Setting up Security key in Key Manager at

Windows

8) Using the HOTP Security Key
@ Setting Up HOTP accounts (Manual Entry)

1. If website don't provide a QR code, click
‘MANUAL ENTRY’

© TrustKey Solutions Key Manager — O x

New Account

HOTP Acc1 (example)

HOTP

SCAN MANUAL ENTRY

Enter the HOTP secret key below

crqy7bihwska6fz46cTxxjvrkbr2q base32

3]

CANCEL SAVE

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows
8) Using the HOTP Security Key

@ Setting Up HOTP accounts (Manual Entry)

2-2. Input ‘Security Key’. Note that the manual
entry data should be in a Base32 format.

Q TrustKey Solutions Key Manager —

New Account

HOTP Acc1 (example)

HOTP

SCAN MANUAL ENTRY

Enter the HOTP secret key below

crqy7bihwska6fz46cTxxjvrkbr2q base32

-

CANCEL

Copyright © 2023 TrustKey Co,,
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6. Setting up Security key in Key Manager at

Windows
8) Using the HOTP Security Key

@ Setting Up HOTP accounts (Manual Entry)

2-3. Select the number of digits (6-8 digits)

© TrustKey Solutions Key Manager — O x

New Account

HOTP Acc1 (example)

HOTP -

SCAN MANUAL ENTRY

Enter the HOTP secret key below

crqy7bihwska6fz46cTxxjvrkbr2q base32 -

CANCEL SAVE

Copyright © 2023 TrustKey Co.,
Ltd. All Rights Reserved
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6. Setting up Security key in Key Manager at

Windows

8) Using the HOTP Security Key
@ Setting Up HOTP accounts (Manual Entry)

2-4. Click [SAVE] button.

Depending on the configured slot HOTP, a long
touch or short touch can generate an OTP value
directly from the text field.

© TrustKey Solutions Key Manager — O x

New Account

HOTP Acc1 (example)

HOTP

SCAN MANUAL ENTRY

Enter the HOTP secret key below

crqy7bihwska6fz46cTxxjvrkbr2q base32

CANCEL SAVE

Copyright © 2023 TrustKey Co,,
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6. Setting up Security key in Key Manager at

Windows

8) Using the HOTP Security Key
® How to Replace a HOTP

1. You can replace the HOTP settings slot by
selecting ‘Configure Touch’ for HOTP from the list of

accounts.
[ @ TrustKey icl‘?:-'s FE'_"."R"IEEE' . — O | g _:_._'-:.’;e_."ic.I‘:'::;e: '."3-'.35&' o — O
Accounts (3/50) 4+ ADD ACCOUNT Accounts (3/50) + ADD ACCOUNT
Github : Github
TOTP : TOTP
HOTP Acc1 (example) s HOTP Acc1 (example)
HOTP * HOTP
HOTP Acc2 (example) o HOTP Acc2 (example) .
ore : Lote One-time Code

Delete

Configure Touch

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows

8) Using the HOTP Security Key
® How to Replace a HOTP

2 In the 'Short Touch' option, select the HOTP
account you want to exchange for the short touch.
This will swap the account between the short and
long touch.

Configure Touch

Select Account to assign or swap between touches

HOTP Acct1 (example)

CANCEL SAVE

Copyright © 2023 TrustKey Co,, o
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6. Setting up Security key in Key Manager at

Windows

8) Using the HOTP Security Key
@ How to Delete HOTP Slot

1. If you want to delete an account listed in HOTP,
you can delete it by clicking More () button, and
then click [Delete].

| @ Trustkey Solutions Key Manager

T110 -

Accounts (3/50) + ADD ACCOUNT

Github
TOTP

HOTP Acc1 (example)
HOTP

HOTP Acc? (example)
HOTF

One-time Code

Delete

Configure Touch

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows
9) Setting Up Key Manager

@  Language Selection

1. Click [ €] setup button.

O TrustKey Solutions Key Manager

Accounts (0/50)

+ ADD ACCOUNT

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows
9) Setting Up Key Manager

@  Language Selection

2. Click Language to choose a different language than
the default language. Currently, the KeyManager
supports four languages.
(English/Korean/Japanese/German).

o

T110

Key Connected

General

English

Deutsch

Connected Kev Details

CHANGE PIN

FACTORY RESET

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows
9) Setting Up Key Manager

@  Dark Mode

1. Click [ %] setup button.

O TrustKey Solutions Key Manager

Accounts (0/50)

+ ADD ACCOUNT

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows
9) Setting Up Key Manager

@  Dark Mode

2. Tap the [Dark Mode] button to turn it on or off.

@
|
O
Pt

—

T110

Key Connected

General

Language

English -

Dark Mode

About

Connected Key Details

CHANGE PIN

Copyright © 2023 TrustKey Co,,
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6. Setting up Security key in Key Manager at

Windows
9) Setting Up Key Manager

®  Key Manager Version Check

1. Click [ 2] button.

O TrustKey Solutions Key Manager

Accounts (0/50)

+ ADD ACCOUNT

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows
9) Setting Up Key Manager

®  Key Manager Version Check

2. Click [About].

@ TrustKey Solutions Key Manager — O
T110 "
Key Connected

General

About

TrustKey Solutions Key Manager

v.1.1.1

Connected Key Details

CHANGE PIN

FACTORY RESET

Copyright © 2023 TrustKey Co.,
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6. Setting up Security key in Key Manager at

Windows
9) Setting Up Key Manager

@  The connected (inserted) Key Details

This section describes the key serial number and
firmware version.

T e el e — D
Key Connecied
General
About

Connected Key Details

T110
S/N: TATKRA210416001900

Firmware Version: 2.10.136

FACTORY RESET

Copyright © 2023 TrustKey Co.,
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/. Online Usage of the Security Keys

1) Microsoft Azure

[Azure AD user registration]

This is for individual registration of the organization with Azure AD accounts.
The steps shown below are the case that a user uses www.office.com for

the security key registration. The user can use one of the following sites for
registration.

Registration Sites:
https://www.office.com,
https://login.microsoftonline.com

1. The user needs to sign in at www.office.com
using the user's ID and the password.

[ | O Office 365 Login | Microsoft Off X | 4 B = 2

< @ () https://www.office.com/?ref=logout s @ Q© = Notsyncing (&) -
v s y R,

Office  Products v Resources

Stephen, you're
signed out now.

Sign back in as soh@trustkeysolutions.com

BE Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys

1) Microsoft Azure

2. Click ®'Account Manage' in the top right corner —
Click @View account.

(2] o
y inf Password Settings & Pr [q] @
5 Q 3 |
D Organizations My sign-ins
Office apps Subscriptions
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/. Online Usage of the Security Keys

1) Microsoft Azure

4. Follow the registration flow.

Add a method P

Which method would you like to add?

‘ Choose a method : ‘

Authenticator app

Email
l Security key .
Security key X

To set up a security key, you need to sign in with two-factor

authentication.

Security key X

Chonea tha hima of cecurity key that you have.

[E USB device ]

| R NFC device ‘

Cancel

Security key X

Have your key ready.

When you choose Next, you will be prompted to plugyour security
key into the USE port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

] -

Security key X

Your device will redirect you to a new window to finish setup.

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys

1) Microsoft Azure

5. Follow the registration flow.

Create a passkey on a phone ar tablet

Scan this QR code with a camera on the davice where you want to
create a passkey for loginmicrosoft.com

Use a different device Cancel

Create a passkey

Choose how you want to create a passkey for login.microsoft.com

L) Windows Hello or external security key

[::j lse a phone or tablet

Cancel

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys

1) Microsoft Azure

6. Guide to setting up a security key. Click the [OK]
button.

== Windows Security

rity key setup

Set up your security key to sign in to login.microsoft.com as
eunjee@trustkey.kr.

This request comes from Chrome, published by Google LLC.

/. Instructions for generating the key inside the
security key. Click [OK]button.

== Windows Security

Continue setup

This will let login.microsoft.com see the make and model of your
security key.

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

8. Insert T110/T120 security key into the USB port.

== Windows Security

Continue setup

B

Insert your security key into the USB port.

Cancel

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys

1) Microsoft Azure

9. Enter your security key PIN = Click [OK] button.

== Windows Security

Continue setup
Please enter your security key PIN.

[ ] sese
L

10. When the security key's LED flashes white,
touch the security key's touch sensor.

== Windows Security

Continue setup

B

Touch your security key.

Cancel

11. Enter a name for the security key, and then click

the [Next] button.

Security key X

Mame your security key. This will help distinguish it from other keys.

T110

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys

1) Microsoft Azure

12. Click the [Done] button to complete the security
key enroliment.

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

12-1. You can find your registered secret key in
‘Security Information’.

Security info
These are the methods you

R, Phone

Copyright (© 2023 TrustKey Co., Ltd. All Rights 107
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/. Online Usage of the Security Keys

1) Microsoft Azure

[Sign in Windows (Azure AD joined)]

As the users registered the security key with their Azure accounts, the IT
admin needs to configure the system so that users can sign in to their
Windows PC with the security keys (example: setup at Microsoft Intune)

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys

2) Google G-suite

[Security Key Registration]

1. The user needs to sign in with the existing account ID and

password.

Google
Signin

Use your Google Account

Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.

Learn more

Create account

Google

Welcome

@ @trustkey.kr v

Enter your password

[ show password

Forgot password? m

2. Click @ Account (the upper right corner) — select @

Security — turn on ® ‘2-step Verification’

Google Account Q

© Ik 0Mle

Home
Personal info
Data & personalization

Security @

Pecple & sharing

Payments & subscriptions

About

KeVIew Security acuvITy (27

Signing in to Google

Password

2-Step Verification

App passwords

Ways we can verify it's you

P

Last changed Aug 8

@Or.

None

These can be used to make sure it's really you signing in or to reach you
unt

if there's suspicious activity in your acco

Recovery phone

Recovery email

Copyright (©) 2023 TrustKey Co
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/. Online Usage of the Security Keys

2) Google G-suite

3. Need to initial 2-step verification with your phone.

¢ 2-Step Verification

Protect your account with 2-Step Verification

Let's set up your phone

What phone number do you want to use?

= - +1650-815-1808|

Each time you sign in to your Google Account, you'll need your password and a verification

code. Learn more

Add an extra layer of security

Enter your password and a unique verification code

that's sent to your phone.

Keep the bad guys out

=
. Even if someone else gets your password, it won't be

enough to sign in to your account.

4. The user needs to add the security key for 2—step

verification.

Google will only use this number for account security.
Don't use a Goagle Voice number.
Message and data rates may apply.

How do you want to get codes?

(® Textmessage  (O) Phone call

Show more options

GET STARTED Step10f3

< 2-Step Verification

Add more second steps to verify it's you

Setup aaditional backup steps so you can sign in even if your other options aren' available.

X

Backup codes

These printable one-time passcodes allow you to sign in when away from your phene, like
when you're traveling

SETUP

Google prompts

After you enter your password, Goegle prompts are securely sent 1o every phene where
you'e signed in. Just tap the notification ta review and sign in

Ta stop getting prompts on a particular phone, sign cut of that phene. Learn more

Note: If you sign in ta your Google Account on any eligible phane, Goagle prompts will be
added as another method for 2-Step Verification

ADD PHONE

Authenticator app

Use the Authenticatar spp to get free verif
Available for Android and iPhone

n codes, even when your phone is offiine.
SETUP

Backup phone

dd = backup phane 20 you can stillsign in if you lose your phene

AU PHONE

Security Key

A security key is a verification method that sllows you to securely sign in. These can be
buittin to your phone. use Bluetooth, or plug directly into your computer's USB port

ADD SECURITY KEV

Copyright (©) 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys
2) Google G-suite

5. Follow the browser’s instructions.

Windows Security X

Security key setup

Set up your security key to sign in to https://www.gstatic.com/
securitykey/origins.,json as https://myaccount.google.com.

This request comes from Msedge. published by Microsoft
Corporation.

OK Cancel

Windows Security *

Continue setup

This will let https://www.gstatic.com/securitykey/origins.json see
the make and model of your security key

oK Cancel

Windows Security *

Continue setup

i)

Insert your security key into the USB
port.

| Cancel




/. Online Usage of the Security Keys
2) Google G-suite

6. After successful registration, the user needs to
name the key.

©

Security Key registered

Your Security Key is registered. From now on, you'll use it to sign in
with 2-Step Verification.

DONE
o Security Key (Default) @
Afte
(| T110 (Added: Just now) ra
Last used: —
Copyright (©) 2023 TrustKey Co., Ltd. All Rights 112

Reserved



/. Online Usage of the Security Keys
2) Google G-suite

[Sign—in Google using Security Key]

1. The user now can sign in Gmail with the security key.

Google

Hi Trust
o

Enter your password

[ show password

Forgot password? m

Windows Security
Making sure it's you
Please sign in to google.com.

This request comes from Brave, published by Brave Software, Inc..

8

Touch your security key.

| Cancel

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys
2) Google G-suite

3. Touch the security key to complete login with two—step
verification.

Google
Verify it's you

There is something unusual about your activity. For
your security, Google wants to make sure it's really
you.

You're all set

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys

3) Bank of America

1. After logging into your account, select @ Profile
& Setting — @ Manager SafePass.

BANK OF AMERICA %2~  Online Banking

Your Comact nfo Account Settings
Accounts Bl Pay Transfer | Zade® Rewards & Daals = Addresses Paperiess setlings
= PhonaMobile numibars Mobie setngs
= Email addresees At SERNgS
Adv Plus Banking - 6087 s Contact preferences ACCOUNL FECKNAMEE

Cwerdralt Protection

Summary Featur  Security seffings Manage card setings boes
Available balance (a5 of today): § 51 KEOPR ooty Corer Digital Wabete & vty L/unlock AT Hfdt? bit _c.m1
What does this indude? Owerdi Cards sr chaecks/deposit slips

- "
Benefi Change Dl 10 v payment on a check

Mgorg §  Chanoe Fasscode | SErvices s
@ Manage SafePass ‘

Activil Stat s & Doc i Inf tion « i o™
ctivity il e ity Language/Idioma: En espatel Set Language
Praferance

Account balance history =

All Transactlons +  View Spending & Budgeting
A More options =
Piewest | Hext [ Previcus Xidest Show deals: On =l | Domrioad

Posting Date 4 Description Type D StatusD Amaunt

2. Click Add button from the ‘Security Center’
page.

Foofie & Soetiogs | St e Yot | I S0 Ot

Boopares APy Toeste | Jele?  AewehhOeh  Todsdimesng  Seoony Qe Openanboount e lSwpen

Additional Security Features
Whenever extra protection is needed, we'll help keep your digital banking secure.

& Securé Transter

1T i translming maose Bhar your daly Iimi, we requise Secured Transter 10 send the money, Youll nepd 3 LS. mobilo rember and datit caed 10
contfem your identity.

& USB Security Key

11y wank 50 add additional Becunty Tor kegging in, Transleming money, of you dor Fdve 3 ULS. mobibe rumiber, pou Can egister 2 USE device ba wirily n Fl F
T8 Yo Leamn more about using USE Security Heys

EnEspaled  Sign owt

rowae with o Specislisl  Prbvacy  Securly  Cinling Banking Senics Agreement _Advertining Praciices.  Share Four Fesdback

CUPYIHIBIIL\Y £UZD 11UDLNTY LU., LLU. Al NIZIIW

Reserved

115



/. Online Usage of the Security Keys

3) Bank of America

3. You will be sent Authorization Code via Text

Message or Call to your phone when you click
[SEND CODE] button.

x

Reqguest Authorization Code

T verify your idenity, we Need 10 send an SUTHONIINoN code 10 your

4. Enter Authorization Code and Debit PIN then
click [SUBMIT] button.

Enter Authorization Code and Card Details

Copyright (© 2023 TrustKey Co., Ltd. All Rights
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/. Online Usage of the Security Keys

3) Bank of America

5. Click [OK] to Security key setup popup.

vaur aritw ey

LR Rr— *®
Lo Security key sefup

4 U I U loty 10 BN 10 beskolamanca.com St UE
‘User Hama.

This request comes from Chrome, publshe by Google LLC.

 For' whi rearEg mah-rmm B
et years o they willbe deicoed 1 :’!ou'5|

0. Insert your security key and the touch the
security key’s sensor.

Register your security key

Wb S n ity

e Continue setup

" Touch your security key.

Fearsy mww ekl LA L
loey's ngiTLctong, @ peu hawe o o n-’-wlew!-q e s

Sttty b S e 1t ALK AT Wil B | e O il AR Seturely e
TR e rereewepd ewery Fee prart or Dy will De Gelrted Som o myptem

Copyright (©) 2023 TrustKey Co., Ltd. All Rights
Reserved

117



. Online Usage of the Security Keys
3) Bank of America

7. If successful, you will see the message that
shows the security key is successfully added.

e ——

Wiosa friary v up 10 2 securnity ks To-change the s of the ey select the
device nama.

@ Sacurity kiy i suesasafully nddued e
oty

s s 1 it SDRRLE ey G 15 D B

8. Logout of your account and the log back in.
When you try to log back in, it will ask you to
touch our security key to verify you are the owner
of the account.

BANK OF AMERICA %%~  Sion In @ Secure ares | En Espafial

Verify Your Identity

Windows Security *

EE Making sure it's you

Flease sign in to bankofamericacom,

This reguest comes from Chrome. published by Google LLC.

8

& Securs srea Touch your security key.

Privacy | Secunity

Bank of America, M.A. Member FOIC. Eguy
& 2021 Bank of Americh Corparalion,
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/. Online Usage of the Security Keys
3) Apple ID

Supported Versions for Apple Account Security Keys
iI0S 16.3, iPadOS 16.3, or macOS Ventura 13.2, or later on all of the
devices where you're signed in to your Apple Account.

Instructions for Setup and Important Notes About Your
Security Key : https://support.apple.com/en-us/102637

1) On iPhone or iPad

1 < Settings Apple Account
Settings
Q, Search )
- o
Apple Account, iCloud+, and more
- | s
Airplane Mode B Personal Information
Sign-In & Security
a Wi-Fi I —
D Payment & Shipping
b9 Bluetooth .
@ Subscriptions
Y

Open the Settings app.

Tap your name, then tap Sign—in & Security.

Tap Two—-Factor Authentication.

Tap Security Keys, then tap Add Security Keys. Follow the onscreen

instructions to add your keys.

5. Review the devices associated with your Apple Account, then choose to:

« Stay signed in to all active devices.

« Select devices that you don't want to continue to have access to
your account and sign out of them.

o=

To stop using security keys: Open the Settings app, tap your name, then tap
Sign—in & Security. Tap Two—-Factor Authentication, tap Security Keys, then tap
Remove All Security Keys. If you remove all security keys, your Apple Account
reverts to using the six—digit verification code for two-factor authentication.
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/. Online Usage of the Security Keys
3) Apple ID

Supported Versions for Apple Account Security Keys
iI0S 16.3, iPadOS 16.3, or macOS Ventura 13.2, or later on all of the
devices where you're signed in to your Apple Account.

Instructions for Setup and Important Notes About Your
Security Key : https://support.apple.com/en-us/102637

2) On Mac

ﬂ System Settings Edit View Window Help

About This Mac

S—- ¢
e . .
System Settings... 1 update du )
A,pp ich i S e < Apple Account
Recent Items >
. arch

> = A -
Sleep _ Apple Account

‘Shut Down... are Update Available @)
W= i - e -
i i-Fi
Log Out jinseo lee... <3
gy bluetooth
Network Peksonal Information
Battery a Sign-In & Security
{2) General E) Payment & Shipping
Accessibility
@ Appearance % iCloud
© siri
2 = Famil SetU
R 2 Control Center 2 ot
ot (e

From the Apple menu , choose System Settings, then click your name.

Click Sign—in & Security, then tap Two—Factor Authentication.

Next to Security Keys, click Set Up, then follow the onscreen instructions

to add your keys.

4. Review the devices associated with your Apple Account, then choose to:

«  Stay signed in to all devices.

«  Select devices that you don't want to continue to have access to
your account and sign out of them.

wn -

To stop using security keys: Open System Settings, click your name, then
click Sign—in & Security. Click Two—Factor Authentication, click Security Keys,
then click Remove All Security Keys. If you remove all security keys, your
Apple Account reverts to using the six—digit verification code for two—factor
authentication.
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/. Online Usage of the Security Keys
4) Other Online Services

s Dropbox amazon amazon

webservices

&3 YouTube facebook.

OGitHub 1Passwiord O LOGIN.GOV

yvahoo! crowcsuppy  Ubitwarden

ebay

Support is subject to change depending on the site operator's policy.

For more information, see the TrustKey homepage!
https://trustkey.kr/en/sub/support_app.form
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1. FAQ
Using T—-Series Security Keys

1. How do you enroll your fingerprint to the T—series seuciryt key?
T-series does not support fingerprint enrolment. Please use TrustKey G and B
series security keys (G310H and G320H, B210 and B210H).

2.  How many resident keys do T-Series keys hold?
T-Series keys can hold up to 150 resident keys.

3.  How many TOTP accounts can T—series support?
T-Series keys can hold up to 50 TOTP accounts.

4, CanluseT110o0r T120 for Bank of America?
Yes. T-series (T110/T120) supports Bank of America authentication mechanism.

5. Can | reset the security key to the factory setting?
Factory Reset can be done through Key Manager. After installing Key Manager,
click the Factory Reset button and reinsert the device. Next, touch the sensor
within 10 seconds. You can refer to the Key Manager User Manual for details.

6. What happens if my key is lost or stolen?
The best practice is always to ensure that you register more than one security key.
Most websites that accept FIDO2 or U2F allow you to register more than one key.
This gives you a backup should you lose a key.

Supported Platform - Environment

1. Which OS does Key Manager support?
Key Manager supports Windows, macQOS, and Linux

2. Can | use the T-Series security key with Windows PC, Mac?
Yes, the T-Series security key works with Windows PC, Mac. Moreover, it also
works with Linux, Chromebook, and Android.

3.  Which web browsers do you support?
T-Series security key works with all major web browsers, including Google Chrome,
Microsoft Edge, Mozilla Firefox, Apple Safari, etc.

4.  Which major online services are available that support FIDO2?
Most major online service providers support/implement FIDO2 certification.
Currently, Microsoft Azure Active Directory, Microsoft, GitHub, Dropbox, Twitter,
Login.gov, etc., provide FIDO authentication service.
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1. FAQ

T—-Series Security Key Features

1. Canllog in to Microsoft Azure Active Directory(AD) using my security key?
T-Series security keys fully support Microsoft Azure AD. It can be used to sign in
to Azure joined Windows PC online or offline/airplane mode.

2. Can | use my security key in place of another vendor's U2F key?
T-Series security keys are now available on various operating systems and
platforms that offer U2F and FIDO2 certification services. Therefore, T-Series
security keys can be used wherever U2F or FIDO2 is supported.

3. Can | use the security key on different computers?
Sure! T-Series Security key is a roaming authenticator. It can be used in
conjunction with more than one user device—supported USB port.
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2. Safety precautions

8.

9.

. Please do not disassemble, repair, or modify the

security key arbitrarily.

Please do not expose the security key to direct sunlight
for a long time.

Please do not store the security key at too low or too
high a temperature

Please do not place the security key near or put it in a
hot—air appliance (stove, microwave, etc.), heating
cookware, or high—pressure container.

Please do not put the security key in a container filled
with liquid.

Be careful not to drop the security key or subject it to
iImpact.

Please do not store the security key in a humid place
for a long time.

To clean the security key, lightly wipe it with a dry
towel.

Please do not use the security key within reach of
children.

10.When using the security key in a dry environment, be

careful as static electricity may be generated.



3. Warranty and Consumer Dispute Resolution Policies

Standard Warranty

The standard warranty of the products is one year from the purchase
except for the EU. (The EU mandates a two-year warranty.)

Consumer Dispute Resolution

Consumer Complaint

Resolution

Under warranty After warranty
When the product requires major repair within ten Product exchange or full
(10) days of purchase refund
When the product requires major repair within one Product exchange or
(1) month of purchase refund
Product exchange not possible
When the exchanged product requires major repair ~ Full Refund
within one (1) month
In case (_)f damage caused during transportation when Product exchange
purchasing the product None
The same defects occur twice Free Repair
Repair The same defects occur three times
Malfunction un Possible
der normal o
conditions of The same defects occur up to five times
use :
Egggglgm Repair is not possible
Product exchange or full
When repair is impossible because there refund Refund by adding 10% to
are no repair parts within the parts the amount of straight—
retention period line depreciation
Exchange
not possible Refund by adding 10% to
If the product requested by the t_he amount_ Of straight-
customer for repair is lost line errecgtpr_]
(maximum limit: purchas
e price)
malfunction
due to the When the repair is possible Repair with charge Repair with charge
intention or

negligence of

the consumer VWhen the repair is not possible Exchange with charge None

Service with Charge

- In case of malfunction due to the user's negligence in handling, disassembly, or assembly

- In case of external environmental problems caused by software (OS and application programs, viruses,
etc.) and Internet, antenna, wired signals, etc., not defective products

- In case of breakdown due to natural disaster (fire, salt damage, flood damage, etc.)
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4. Manufacturer Information

Manufacturer

Manufacturer TrustKey Co., Ltd.

Technical Support | TEL : +82-2-556-7878 / email : support@trustkey.kr
Webpages www.trustkey.kr/

Addresses (06236) 2F, 14, Teheran-ro 22—gil, Gangnam—gu, Seoul, Korea

Copyright

Copyright © 2023 TrustKey

This instruction manual is a copyrighted work. No part or whole of
this user manual may be reproduced, publicly transmitted,
distributed, translated, or converted into an electronic medium or
machine-readable form without TrustKey s prior written consent.
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5. FCC Warning Statements

1. FCC Part 15.19 statements:

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) this device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

2. FCC Part 15.105 statement:

This equipment has been tested an found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules.

These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy
and , if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into and outlet on a circuit different from
that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

3. FCC part 15.21 statement:

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate this equipment.

Supplier's Declaration of Conformity:

47 CFR §2.1077 Compliance Information
Unique Identifier : H-series Security Keys (eFA310h, eFA320h, b210h)

Responsible Party — U.S. Contact Information
TRUSTKEY Solution Global.

702 Hayes, Irvine, Ca 92620, USA

+1 (509) 418-6130
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TrustKey
TrustKey H.Q _
Customer Service Contact Us [Online]

+82-2-556-7878 trustkey.kr/en/sub/support.form
* Please provide the model number of the « Download the latest user manuals and

TrustKey security key you are using and applications for your product.
the symptoms of the error so we can
provide a faster and more accurate

response. trustkey.kr/en/sub/contactus.form

 You can make sales/technical support
and after—sales service inquiries about
our products online.
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